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The Critical Pathway to Insider Risk (CPIR) (Shaw & Sellers, 2015) is a widely accepted 
flexible framework for integrating information about people tapping predisposing factors 
(e.g., dispositional factors such as personality traits, psychopathology, interpersonal 
styles), stressors, concerning behaviors, social networks and contextual risk setting, and 
maladaptive organizational response as well as mitigating factors within a broad 
diathesis-stressor psychological framework. The CPIR is developmental in nature 
allowing for the interaction and unfolding of insider risk enhancing factors over time. The 
CPIR also provides a methodological template for quantifying risk when wed to a system 
for case evaluation. We briefly present the CPIR in overview and place the model within 
the context of its current development, feedback received from investigator and analysts 
in the field, as well as colleagues in the insider risk community. The CPIR represents 
simultaneously a model of the development of insider risk as well as a method for the 
assessment of the domains/constructs essential for a valid assessment of insider risk. The 
CPIR remains a model in development, which is an ongoing iterative process, with open 
methodological and validity questions. Also, it shares a number of issues awaiting 
resolution with respect to insider risk assessment generally. 

Accurate prediction of insider acts remains a challenge 
for both substantive and statistical reasons. The substantive 
challenges concern identifying those personality, psychoso-
cial, occupational, stress-related factors and immediate 
process variables that contribute to the likelihood or risk 
of committing a malicious insider act. The statistical chal-
lenge is the well-known difficulty in predicting a low base-
rate or statistically infrequent event. It is highly likely that 
multiple psychological, psychosocial, contextual, and stres-

sor-related factors contribute to the emergence of malicious 
insider acts. There is no single type of person that commits 
an insider act, there is no single set of circumstances that 
facilitates an insider act, and there is no single, inexorable 
pathway to insider actsi that is followed by all inside actors. 
The Critical Pathway to Insider Risk (CPIR) (Shaw & Sellers, 
2015) framework proposes a multifactorial model that takes 
many of these factors flexibly into account and operational-
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izes the amalgam of factors as an index of risk for insider 
acts. 

The CPIR has been the focus of work and review over the 
past 20 years (Band et al., 2006; Shaw, 2006; Shaw et al., 
2009; Shaw & Fischer, 2005; Shaw & Stock, 2011) and was 
described in detail in 2015 (Shaw & Sellers, 2015). Since 
2015, the CPIR has been frequently incorporated into dis-
cussions of insider actions and detection of insider risk 
(Baweja et al., 2019; FBI Insider Threat Office, 2019; Myers 
& Trent, 2019). Based on feedback we have received, it is 
seen as a useful heuristic and enjoys acceptance among an-
alysts because it frames a process or tells a story of insider 
risk that makes sense in light of field experience (i.e., con-
tent validity). It can be described briefly as a multifactorial 
model of accumulating risk in a person over time, incorpo-
rating predisposing factors, stressors, concerning behav-
iors, and maladaptive organizational response as well as 
mitigating factors (Shaw & Sellers, 2015; see Figure 1). Al-
though our conceptual schematic (Figure 1) portrays do-
mains of relevant risk enhancing factors in a linear fashion 
(e.g., maladaptive organizational response is depicted later 
in the sequence), we emphasize that factors such as stres-
sors and maladaptive organizational response can impact 
the individual on the critical path at many junctures. In 
fact, one could conceive of maladaptive organizational re-
sponses and/or stressors as being impactful all along the 
critical path, including early in someone’s trajectory. For 
example, the failure to screen out an employee with demon-
strated personal predispositions could occur even prior to 
employment. 

The general developmental framework underpinning the 
CPIR is reflective of the well-known diathesis-stressor 
model (e.g., Ingram & Price, 2010; Monroe & Simons, 1991) 
that is used in many areas of clinical science, notably ex-
perimental and developmental psychopathology. Each sub-
component of the CPIR represents a set of constructs that 
can be defined explicitly and measured empirically, sup-
ported by psychological science and/or counterintelligence/
insider risk literatures. For example, the predisposing fac-
tors component of the CPIR consists of well-known forms of 
psychopathology and personality features (traits)1 that have 
been defined in the clinical psychological science and psy-
chiatric literature (e.g., DSM-5, APA, 2013) and are known 
to occur among insider actors and spies (e.g., Cappelli et al., 
2012; Carmicheal, 2007; Fischer, 2000; Gelles, 2012; Her-
big, 2008a, 2008b, 2017; Krofcheck & Gelles, 2005; Lenzen-

weger et al., 2014, 2019, 2021; National Counterintelligence 
Center & Rafalko, 2011; Robarge, 2003; Sarbin et al., 1994; 
Schwartz, 2007; Shechter & Lang, 2011; Sulick, 2014, 2020). 
Each component of the CPIR serves to generate empirical 
data and, therefore, the general framework represents not 
only a model, but also a data collection method. The CPIR, 
by allowing for empirical data collection, provides coun-
terintelligence and insider risk professionals with an ana-
lytic framework and a method for assembling and combin-
ing data in a manner that ultimately allows for specification 
of a hypothetical level of insider risk. We have refined and 
expanded the CPIR to ensure adequate coverage of psy-
chological and behavioral domains relevant to insider risk, 
including espionage, such as a full consideration of com-
monly observed personality disorder features (Lenzenweger 
et al., 2007), drawing upon the DSM-5 (American Psychi-
atric Association, 2013) as well as other approaches (e.g., 
psychopathy, Patrick et al., 2009; narcissism, Pincus & 
Lukowitsky, 2010). This refinement process has been carried 
out through our work as clinical psychologists working 
cases and consulting with multiple government and corpo-
rate insider threat teams, collegial feedback from insider 
threat professionals, review of relevant psychological sci-
ence literature, and ongoing work with web app developers 
that are creating software to operationalize a preliminary 
measure based on the CPIR, the Insider Threat Risk Index 
(Lenzenweger & Shaw, 2015). Over 500 international pro-
fessionals have received training and certification in its use 
in risk assessment2. Finally, in this context, we note that 
while case studies have informed our work in the devel-
opment of the CPIR, we have proceeded mindfully in light 
of well-known cognitive considerations that can impact the 
derivation of insights from criterion cases, such as confir-
mation bias and hindsight bias (see Gilovich et al., 2002; 
Kahneman, 2011), and we have sought to minimize their 
potential impact by consulting the empirical literature in 
both insider risk research and psychological science, more 
broadly. 

Critical reflections on the CPIR approach 

The CPIR, in brief, is a description of many characteris-
tics of persons in many different situations who have com-
mitted insider acts and describes these characteristics as 
predisposing factors (personality traits, previous violations, 
social behaviors, personality disorder features, other forms 

We note, consistent with contemporary personality science, personality traits reside within the person and are linked to underlying neu-
robehavioral systems as well as are genetically influenced. Thus, a trait reflects a system that is harbored within the person, is part of 
one’s nature, and has an impact (i.e., causal influence) on observable behavior – it is dispositional and creates a predisposition for re-
sponses/behaviors. Furthermore, personality traits and observable behaviors are dissociable (i.e., not fungible) and are treated as differ-
ent levels of analysis, whereby observable behaviors are linked to underlying traits but they are not the same things. One could harbor a 
high level of trait aggression that may or may not manifest itself in behaviors in a concerning manner yet the level of trait anger remains a 
dispositional (and predisposing) factor. Alternatively, a person might begin to display disgruntlement and irritability at work (concerning 
behaviors), yet one would not have considered the person to have a high level of trait aggression (perhaps too many maladaptive organi-
zational responses have engendered the disgruntlement and irritability). When aggressive behaviors emerge that impact a person’s social 
and/or occupational functioning, such behaviors may be designated concerning behaviors within the CPIR. Traits, of course, interact with 
situational inputs. 

It should be noted that the authors’ home organization (Insider Risk Group, LLC) conducts training and certification in the use of the 
CPIR for this purpose for which they receive compensation. 
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Figure 1. Critical Pathway to Insider Risk Model 

of psychopathology) and stressors that impact the individ-
ual. In short, this is the guiding framework for most psy-
chopathology research, namely the well-known diathesis-
stressor model. To the extent that one might say that the 
CPIR has a primarily descriptive nature, we would embrace 
that feature of the model. That is so, because one needs to 
begin somewhere with respect to what the insider brings 
to his/her actions in terms of individual differences and 
experiences. While there has been considerable discussion 
over the years as to the personality make-up of those that 
commit insider acts (e.g., spies), the range of relevant per-
sonality and psychopathology features remains to be fully 
specified and how they relate to stressors and other factors 
remains to be illuminated. An implicit implication here is 
that the CPIR remains to be fully validated against agreed 
upon criteria (e.g., documented insider actors vs. a variety 
of controls). The risk construct that the CPIR seeks to assess 
and combine into a useful predictive tool must be fully val-
idated through classic concurrent and predictive criterion 
validity operations. For example, continued study of how 
the CPIR risk construct is related to actual insider actions, 
both concurrently and predictively, is paramount. Does the 
CPIR risk assessment point to concurrent behaviors that 
represent insider actions or threats? Does the CPIR risk as-
sessment correlate with (predict) actual full-fledged insider 
attacks over time? This is the aim of classic criterion vali-
dation (Cronbach & Meehl, 1955) and represents an active 
area of research for the CPIR. 

Portions or domains of the CPIR are already well sup-
ported by the empirical literature. For example, the per-
sonal predispositions domain of the CPIR is robustly sup-
ported by evidence suggesting problems and/or deviations 
in this domain are found in insiders of various sorts. For 
example, research supports the importance of personality 

dysfunction (Lenzenweger et al., 2014; PERSEREC, 2019) 
as well as elevated rates of alcohol and substance abuse in 
spies (Heurer, 2010), while it is also known that elevated 
levels of substance abuse are related to higher rates of crim-
inality (e.g., Ilgen & Kleinberg, 2011). Similarly, personality 
and social skill deficits have been related to counterpro-
ductive work behaviors (Whitty, n.d.) and increased rates of 
prosecution for insider violations (Randall, 2013). Finally, 
elevated levels of personality pathology, as manifested in 
psychological testing, has been established using the re-
cently harmonized SLAMMER dataset from the FBI 
(Lenzenweger et al., 2019). Other aspects of the CPIR are 
based on the established empirical literature, particularly 
in the domains related to prior violations (US Sentencing 
Commission Report), social network risks (Rokven et al., 
2018), and family risks for criminality (West & Farrington, 
1973). 

However, as with most complex theoretical models in 
psychological science, the CPIR includes constructs that 
themselves remain under study and for which there remains 
active discussion and no definitive consensus in the scien-
tific literature. For example, consider the issue of stressors 
(Dohrenwend et al., 1978; Dohrenwend & Dohrenwend, 
1974; Slavich & Shields, 2018) and the role stressors play 
in the CPIR. The CPIR allows for stressors to contribute to 
the development of risk for an insider act. Many individu-
als that might be of interest to a counterintelligence or in-
sider risk investigator will be in their adult years and will 
have lived a good deal of life. During that time the person 
of interest will have encountered various stressors at vari-
ous junctures across the lifespan. Some stressors will have 
occurred well before a period of employment, some several 
years prior to an insider act, and some immediately proxi-
mal to an insider attack. Which stressors are the most rele-
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vant to the development of insider risk? How should they be 
accounted for in the CPIR? For example, consider the con-
victed spy Aldrich Ames who grew up with a father impaired 
by severe alcohol dependence, was arrested three times by 
his early 20’s, failed out of school just before joining CIA, 
and had financial, marital, and professional problems while 
at the Agency and leading up to his espionage actions. How 
best to account for all these stressors impacting Ames’s 
life course? We have pondered questions regarding stressors 
such as: What time frame should be specified for the assess-
ment of stressors? Does the effect of stressors wear off over 
time and if so, what is the half-life of common stressors? 
Is it the case that some stressors never lose their impact 
(e.g., death of a child)? How best to account for stress across 
the lifespan (Slavich & Shields, 2018)? The stress literature 
is rich and vibrant, yet it continues to develop and neces-
sarily remains opaque on many such issues. In this area, 
we have had to mindfully extend our model conceptualiza-
tion beyond what is available to us in the psychological sci-
ence literature (e.g., how we count stressors over time and 
weight more recent versus past stressful life events prop-
erly) and we wish to be forthright about that aspect of some 
components of the CPIR (i.e., there are places in the model 
where rational and defensible assumptions must be made 
even though a definitive scientific literature is not in place). 

The study of insider risk and insider behavior has grown 
up, in part, from a consideration of individuals that have 
been caught engaging in such behavior. Indeed, insiders 
have been detected and caught in a wide variety of oc-
cupational roles and a wide range of employing organiza-
tions. Moreover, insiders cover a wide range of bad actors 
such as leakers, spies, those perpetrating workplace vio-
lence, those seeking to exploit inside knowledge or leverage 
for reward (e.g., ransomware attackers / extortion), and so 
on. Combining both the nature of the insider actions and 
the place of employment immediately suggests a high de-
gree of heterogeneity across insiders who perpetrate mali-
cious actions. Adding to that heterogeneity is the statistical 
reality that the sample of such persons (and the correla-
tions amongst variables found in such samples) is inher-
ently shaped a priori by those persons studied, namely the 
ones that “got caught.” In short, the sample we have worked 
from in developing the CPIR is highly heterogeneous both 
in terms of people and actions, but the entire sample is 
conditioned upon having been investigated, apprehended 
and (typically) prosecuted. One can think of such statistical 
conditioning as a form of bias, not unlike the well-known 
Berkson’s bias in epidemiology (i.e., the study of hospital-
ized cases necessarily shapes aspects of the subject pool 
characteristics and the obtained research findings). Quite 
apart from the reality that the study of cases where a per-
petrator of an inside action has been caught can limit one’s 
scope, we must accept the fact that heterogeneity in fea-
tures and histories across insider actors is going to be more 
common than not. Certainly, an assumption of homogene-
ity within this class of persons is untenable. Our view of 
heterogeneity across the class of inside actors is consistent 
with the reality of the amount of heterogeneity one sees in 
other complex phenotypes. For example, consider the di-
agnosis of borderline personality disorder (BPD), where the 
single diagnosis is consistent with 256 different combina-

tions of symptoms and those persons within the BPD cate-
gory are famously heterogeneous. We seek to embrace the 
heterogeneity observed across inside actors – our embrac-
ing posture vis a vis the CPIR is both necessary (the real-
ity of insiders) and we view it as a potential strength of the 
model (namely, a flexible framework), albeit challenging. 
In addition to the general risk framework provided by the 
CPIR, we see considerable merit in seeking to refine spe-
cific pathways that might be linked to specific insider ac-
tions (e.g., leakers vs. IT theft/corruption vs. espionage). 
Future work would benefit from data sources sufficiently ro-
bust to breakdown insiders by type of act, experience, orga-
nizational setting and other more specific factors (Cappelli 
et al., 2012; Herbig, 2017). 

Not unrelated to the issue of heterogeneity and the 
forces that shape the characteristics of those whom we 
study, we note the CPIR is something of an anomaly-based 
framework. By this we mean that we are seeking to detect 
persons that might, for one reason or another, begin to 
emerge as noteworthy in terms of likely risk. Thus, the CPIR 
is particularly sensitive to persons that might be thought of 
as outliers (i.e., deviant or atypical in some general sense), 
meaning they are emitting signals that we are detecting in 
assessing risk. The potential downside of an anomaly-based 
framework is that it could miss what me might term “non-
outliers,” or persons moving quietly along towards an in-
sider attack and providing little to no clues of their tra-
jectory. In other words, the CPIR assumes many cases or 
potential insiders will emit some signals of escalating risk; 
but some people may not reveal much signal. This problem, 
we note, is not unique to the CPIR, rather it is a consider-
ation for any predictive framework that assumes those per-
sons en route to an insider action will generate a signal of 
their elevated risk. 

The CPIR has been designed to be a conceptual model 
that unifies those factors thought to contribute to risk for 
an insider act, based on a wealth of observations, case stud-
ies, and empirical/statistical simulations (for example, 
Band et al., 2006; Cappelli et al., 2010, 2012; Caputo et 
al., 2009; Carmicheal, 2007; Fischer, 2000; Hanley et al., 
2011; Jaros et al., 2019; Keeney et al., 2005; Moore et al., 
2011; O’Brien, 2005; Olive, 2010; Randall, 2013; Randazzo 
et al., 2005; Shaw et al., 2013a, 2013b, 2017; Shaw & Fis-
cher, 2005; Weaver, 2010; Wood & Wiskoff, 1992). The no-
tion guiding the assessment of risk is that it provides some 
quantitative metric for determining whether a person under 
study is showing elevated propensity for action or not. It 
is, in fact, a probabilistic statement – it might be right, 
it might be wrong, but it places a bet, so to speak. The 
CPIR can be thought of as the framework that organizes 
those factors we see as central to risk and the model, there-
fore, also implicitly functions as a screening tool to tap 
risk. The challenge faced by the CPIR, as a model and risk 
tapping methodology, is that the criterion behavior that is 
being predicted has a relatively low base-rate or, in other 
words, it is statistically infrequent. The person that engages 
in insider actions is truly the proverbial “needle in the 
haystack.” As is well-known prediction of low base-rate 
phenomena (consider the prediction of completed suicide, 
plane crashes, being struck by lightning, or a terrorist at-
tack) is always going to be faced with both false-positive 
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and false-negative predictions, despite the use of a valid 
and highly efficient prediction tool or algorithm that might 
be used. Even an instrument that has both excellent sensi-
tivity and specificity will generate false-positive and false-
negatives in the context of a low base rate criterion. The 
CPIR was developed mindful of this perennial challenge in 
prediction. One potential issue related to false-positive pre-
dictions using the CPIR (or any other insider risk screen-
ing approach) concerns the potential for negative impact 
related to identifying someone at risk but who has no inten-
tion of committing an insider act. Therefore, in discussing 
the CPIR we stress the need to use it in conjunction with 
all available data and to accord considerable weight to the 
quality of data used to generate CPIR assessments as well as 
the need for multiple corroborative sources of information. 

An implicit feature of the CPIR is that it is highly 
amenable to developmental process-oriented thinking (i.e., 
growth, change). The CPIR clearly allows for the conceptu-
alization of risk in a cross-sectional manner when applied 
at a single point in time, but importantly it also allows 
for updating a case assessment and inclusion of new in-
formation as time proceeds. We envision that the potential 
insider is, in fact, traversing a pathway that unfolds over 
time. The model embraces the concept of change that can 
occur over time and we have encouraged our colleagues 
to think of the CPIR as generating snapshots of an indi-
vidual at selected time points, but to also keep in mind 
that those snapshots are very likely part of an individual’s 
growth trajectory. This view is consistent with modern lon-
gitudinal analysis. In longitudinal research in contempo-
rary personality or personality disorder, for example, the 
unit of analysis in many studies is what is known as the 
individual growth curve (Lenzenweger et al., 2004; Rogosa 
& Willett, 1985) in which a variable of interest is assessed 
over time and change or stability in that variable is defined 
as a function of time. In such an analytic framework, one 
can easily distinguish between a person’s initial level (or 
starting value) on the variable of interest and their rate of 
change (or slope) in the variable of interest over time. Such 
an approach allows one to assess, for every individual un-
der study, whether, for example, they are increasing or de-
creasing on a variable of interest over time as well as the 
specific rate of change for that individual. Using this ap-
proach to stability and change, we conceptualize the CPIR 
as tapping a person’s insider risk level that can be tapped 
repeatedly over time and those will allow us to determine 
if their risk is increasing or decreasing (as well as the rate 
of change) using an individual growth curve approach. We 
note the flexibility of the CPIR framework in that it allows 
for heterogeneity of growth, which means it does not expect 
all insiders to show the same features, progression, and/or 
rates of change. Relatedly, the CPIR allows for equifinality 
(Cicchetti & Rogosch, 1996) of outcome, which means that 
there are different paths by which one can arrive at a com-
mon endpoint, namely an insider act. 

Finally, the CPIR assesses a wide range of personality, 
personality disorder, social, behavioral, and psychiatric fac-
tors within the section of the model known as “predisposing 
factors” and, of course, disgruntlement is one such person-
ality feature. We are mindful of the importance attached 
to disgruntlement in relation to insider risk, however we 

emphasize that we understand escalating disgruntlement 
characterizes a subset of those who commit insider acts, 
but not all. Thus, the CPIR allows disgruntlement to play a 
role, but does not define insider acts solely in terms of dis-
gruntlement. 

Efforts to advance the empirical corpus 
supporting the CPIR 

As noted above the continued development of the CPIR is 
essentially a classic exercise in criterion and construct vali-
dation research. We need to compile more criterion-related 
validity data, using both concurrently available data as well 
as data that can be predictive in nature (predictive studies 
necessarily require the passage of time). Thus, both cross-
sectional and longitudinal studies will be required. The en-
tire enterprise is an exercise in construct validation for both 
the model and the methodological approach that we are ad-
vocating with the CPIR. The ideal concurrent criterion-val-
idation study, in support of construct validation, will nec-
essarily involve a careful cross-sectional study of persons 
with varying CPIR risk levels defined by a grouping strategy 
that has at least three groups of subjects: a). control cases 
[persons with no history of insider behaviors], b). persons 
suspect of insider acts or plans, but cleared, and c). cases 
of insider actions that were charged, prosecuted cases, and 
(if possible) convicted. One would expect the CPIR to tap 
meaningful differences across such divergent groups and 
CPIR risk scores should reflect those differences in a com-
pelling manner. We have conducted a pilot study that com-
pared “known good” cases vs. cases “referred for investiga-
tion” vs. archival “known bad” cases. In that preliminary 
study, the mean levels of the obtained CPIR scores were 
“good” (14.8), “referred” (27.0), and “known bad” (51.7), a 
pattern suggestive of higher CPIR scores found as insider 
risk/behavior increased across the groups. These data are, 
of course, preliminary and a full report will be forthcoming. 
Longitudinal studies will also be required to illuminate the 
developmental unfolding of risk with the passage of time. 
Such studies would emphasize the nature and rate of 
change seen in persons who are assessed repeatedly using 
the CPIR framework. We have begun to assess individual 
cases repeatedly over time, assessing their CPIR scores mul-
tiple times as they move toward actual execution of an in-
sider act. In that pilot study, we have observed a clear pat-
tern of increase of CPIR scores with the chronological 
passage of time toward the actual act. What is particularly 
noteworthy in these initial pilot studies is a pattern of a 
steady accumulation of stressors, concerning behaviors, 
contextual risks as one would expect. But, we have also seen 
predisposing factors (e.g., personality traits such as hostil-
ity or anger) begin to reveal themselves in more amplified 
or accentuated observable behaviors over time (e.g., angry 
outbursts increasing; more frequent bouts of irritability) as 
well as emerging with greater severity and clarity (e.g., what 
appeared initially as some level of mistrustfulness emerges 
clearly as full-blown paranoia over time). In this example, 
the personality trait level of anger (the dispositional or pre-
disposing factor) may begin to reveal itself through dete-
riorating behavior over time and such deterioration would 
be picked up as a concerning behavior though a CPIR cod-
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ing. Another area of interest and focus of ongoing work is 
the establishment of norms for the CPIR risk scores. Just as 
is the case with any psychometric instrument, having re-
liable high-quality norms for the instrument derived from 
the population for which the instrument is to be used or de-
ployed is critical. We are currently in the process of generat-
ing a large database of CPIR scores that will move us in the 
direction of a normative reference sample for our particular 
organization; similar norms would need to be developed for 
other organizations or settings. Such empirical data will al-
low us to empirically evaluate the validity and sufficiency of 
the component parts of the CPIR model, revise as needed, 
and build upon earlier insights derived from case studies 
and simulation research. 

Challenges ahead for CPIR development 

One intention of the current update is to share with our 
colleagues in the insider risk community the current CPIR 
model, but another clear intention is to highlight areas that 
need continued development with either the substantive 
portion of the model or the risk index (assessment) portion 
of the model. Our goal is really to stimulate discussion and 
cross-fertilization of ideas in the insider risk community. 
We acknowledge here some of what we (and others) see as 
the limitations of the CPIR approach (presented in no par-
ticular order). 

A). Subjects with high scores on CPIR scale who never go 
on to commit an insider act (i.e., false-positives). This group 
of individuals is of keen interest to us as they can help to 
shed light on those variables within the CPIR that are per-
haps less predictive of malicious insider acts. In short, such 
cases would be of great help in the revision of the CPIR. It 
is conceivable that we can learn how to weight CPIR vari-
ables, which may advance our understanding of this prob-
lem as we seek to better understand the most important risk 
factors and tipping points in the direction of insider actions 
(see excellent work by Claycomb et al., 2012). 

B). What specific variables or processes serve to reduce risk 
or, alternatively, take one off the critical path? One of the im-
portant personnel management and security management 
implications of the CPIR conceptualization of risk is the 
likelihood that risk often increases over time. In other 
words, as one progresses down the critical pathway to an 
insider action, the risk level demonstrated is hypothesized 
to increase with time. A related implication is how can one 
use CPIR information to help reduce risk and intervene to 
lower one’s propensity for insider action. Are there specific, 
high-potency factors that dramatically cut risk or take one 
off the critical pathway? For example, consider perhaps the 
formation of a meaningful romantic attachment allows one 
to feel greater connection to another person and diminishes 
a sense of aloneness that might have been contributing to 
risk. Or the possible effectiveness of the intervention of a 
supervisor who understands and communicates with a sub-
ject about their risk issues, provides resources, but also sets 
limits. Risk reducing variables might be found to center 
around stress reduction, enlightened management, and/or 
practices that serve to mitigate other liabilities and enhance 
resilience (see H. below for more detailed discussion of mit-
igators). 

C). Many people working in organizations and agencies 
have been working there for some time and how does this affect 
risk, if it does? What is the relationship between time on the 
job and insider acts? What role does age play? Can longer 
time in a position be a positive or negative factor in pre-
dicting insider acts or assessing risk? How do we best ac-
count for life-time stress, which is known to accumulate 
over time, and how does that life-time stress level interact 
with occupational performance and, possibly, escalating in-
sider risk (Slavich & Shields, 2018). 

D). What is the nature of the process and empirical function 
by which risk accumulates over time? Currently our model 
is additive in nature for the most part, which means that 
we see risk as accumulating in a simple linear manner that 
reflects the summation of risk over time. However, this is 
an assumption on our part with respect to the nature of 
risk. Currently, we do not currently emphasize a sophisti-
cated weighting strategy in our model other than weight-
ing more recent over older stressors, rather we use simple 
unit weights in most cases where variables are summed in-
formed by Dohrenwend et al. (1978). We mean this both 
conceptually and mathematically. We do not, to be clear, 
use regression weights, for example, in the combination 
of variables in our model. We simply add up the values 
that any given person has received on the variables we as-
sess. Alternative approaches to understanding a risk mea-
sure might emphasize a). complex regression-based weight-
ing, b). interactive or multiplicative combination of variable 
values, or C). some exponential form (or power function) 
that characterizes the change in risk index levels to better 
capture the nature of increasing risk associated with certain 
variables over time. Illustrative discussions of how factors 
might interact to confer, produce, or modify risk have 
emerged and appear promising (e.g., Claycomb et al., 2012; 
Greitzer & Purl, 2022). For example, Greitzer and Purl 
(2022) report that their “Results suggested that the impact 
of an indicator on expert judgment of threat tends to de-
crease over time and that increments in threat value when 
indicators are aggregated are not simply a linear combina-
tion of the individual threat values (p. 1).” Claycomb and 
colleagues (2012) provide preliminary results on their at-
tempts to model when risk for insider actions, which they 
observe grows over time, reaches a tipping point, or what 
is termed a threshold in diathesis-stressor models. In this 
context, we note the CPIR conceptualizes risk as increasing 
over time as relevant factors accumulate and contribute to 
risk, the CPIR model does not suggest that risk increases 
simply with the passage of time per se. 

E). How best to capture problematic or maladaptive organi-
zational response in the CPIR? Clearly, the focus of the CPIR 
is on the individual and his/her unique configurations of 
personal predispositions, stressors, concerning behaviors, 
degree of attachment to one’s organization, degree of accul-
turation, as well as other factors that lead to risk. However, 
a crucial aspect of how an individual manages his/her work-
related attitudes and behaviors is connected to how he/she 
is treated by the employing organization or agency. When 
things begin to take a turn for the worse in the workplace 
and an individual is beginning to progress down the critical 
pathway toward an insider act, what are the responses of an 
organization that can make the situation better (or resolve) 
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vs. what are the responses that can actually make things 
worse (i.e., the problematic organizational response). When 
an organization reacts in some manner that fails to address 
an elevated insider risk situation, the organization may in 
fact help to increase the likelihood that an individual will 
progress to an insider act. How is the impact of the organi-
zational response to be understood? How does it contribute 
to the elevation of insider risk? Does the problematic orga-
nizational response simply add to risk in the additive man-
ner as discussed above or does it serve as something of a 
spark that lights a fire or lowers the threshold for action by 
the emerging insider? Does the experience of maladaptive 
organizational response early on in a person’s career aug-
ment the likelihood for a later insider act? There is a dearth 
of systematic studies of how organizations increase risk in 
case management, we see this as a critical area for research 
and of considerable importance to how we conceptualize 
risk in the CPIR model. 

F). The precise interaction of stressors and concerning be-
haviors with personality-based predisposing factors in deter-
mining risk – what is its nature? 

The impact of stress on psychological functioning is es-
tablished fact in psychological science (Dohrenwend et al., 
1978; Dohrenwend & Dohrenwend, 1974; Slavich & 
Shields, 2018), which argues strongly for the inclusion of 
stressors in the CPIR. Moreover, it is established that work-
place stressors precede insider attacks (Keeney et al., 2005) 
and Landau (1997) described how crime patterns are related 
to subjective social stress and support indicators. What re-
mains to be worked out in the CPIR (and similar ap-
proaches) is the manner by which the stressors interact with 
both predisposing factors as well as emerging concerning 
behaviors. One can think of this as the classic challenge of 
specifying how stressors interact with a diathesis, a sub-
stantive discussion with a long history in psychopathology 
research (c.f., Monroe & Simons, 1991). Relatedly, how do 
we take into account the base-rate of some common forms 
of psychopathology, such as personality disorders that af-
fect 1 in every 10 Americans (Lenzenweger et al., 2007), 
when we model stressor x predisposing factor interactions 
in the CPIR. It seems reasonable to us to suggest that far 
more people suffer from a personality disorder than go on 
to perpetrate an insider attack in their workplaces, thus 
simply identifying the presence of personality pathology 
does not automatically suggest a highly toxic interaction 
with stressors nor the certainty of an insider attack. Finally, 
as suggested above, does the predisposing factors x stressor 
x concerning behavior matrix, as it emerges over time, sug-
gest points for intervention. This is a critical matter of cen-
tral importance in terms of managing those showing ele-
vated risk as well as intervention by employee assistance. In 
other words, can the CPIR point to action steps that might 
help remove people from the pathway to insider action via 
employee assistance mechanisms, perhaps? We conceptu-
alize the individual differences and stressors detected 
through the CPIR as well as being “movers to action,” that 
is they have some potency and force in directing behaviors 
(i.e., they are not merely descriptive). As such, we see the 
development of CPIR action steps – to remove persons from 
the critical path – as very high priority as we develop the 
model further. That said, we maintain a sober posture vis 

a vis the CPIR as we know it will generate some false neg-
atives despite its rich array of assessment foci – there will 
be some actors that will keep things relatively quiet, keep-
ing themselves together so to speak, and operate below the 
radar (e.g., Ana Montes). Similarly, we seek to build into the 
CPIR additional moderating variables such as “recruits vs. 
volunteers” or “dispatched vs. disgruntled moles” to refine 
predictive accuracy of the CPIR risk assessments. 

Are there particular predisposing factors that seem es-
pecially salient and worthy of a crisp focus? Yes, we see 
disgruntlement in that light. As we have noted, the CPIR 
assesses a wide range of personality, personality disorder, 
social, behavioral, and psychiatric factors within the section 
of the model known as “predisposing factors” and, of 
course, vulnerability to disgruntlement is one such person-
ality feature. We are mindful of the importance attached 
to disgruntlement in relation to insider risk, however we 
emphasize that we understand escalating disgruntlement 
characterizes a subset of those who commit insider acts, 
but not all. Our emphasis on disgruntlement as a factor dri-
ving subjects down the pathway is based on empirical re-
search indicating that higher rates of the components of 
disgruntlement—anger, blame, victimization—distinguish 
unhappy employees from those who go on to commit in-
sider acts (Shaw et al., 2013a, 2013b, 2017). Our experience 
suggests that personality factors make many subjects more 
vulnerable to disgruntlement, especially in response to 
stressors and problematic organizational responses. Thus, 
the CPIR allows disgruntlement to play a role, but does not 
define insider acts solely in terms of disgruntlement. Future 
work could help characterize the pathway of other subjects 
motivated by greed, ideology or other factors. However, we 
have rarely found subjects with these motives who had not 
also become disgruntled during their workplace experience, 
especially if one looks beyond more obvious factors. 

In sum, we clearly see disgruntlement as a potentially 
powerful moderator of risk and it may have some unique 
predictive effectiveness, however it is important to be 
mindful that not all insider actors are disgruntled, just as 
not all spies are disgruntled (e.g., Clyde Conrad, US Army). 
We believe the role of disgruntlement will need to be spec-
ified in the interaction of the predisposing factors x stres-
sors x concerning behaviors matrix we are concerned with 
in the CPIR. Finally, in this context, it is also worth pointing 
out that some people who commit infractions can avoid de-
tection and/or punishment simply by virtue of some aspect 
of their personality (e.g., charisma; Welsh & Lenzenweger, 
2021), which adds yet another complexity to risk assess-
ment for potential insider actions. 

G). The structure of risk – levels, thresholds, emergent phe-
nomena? 

A theoretical issue that we are grappling with concerns 
the nature of how risk is structured as assessed by the CPIR. 
This is an issue that goes beyond the CPIR and is worthy, 
in our view, of a broader discussion in the insider risk re-
search community. The CPIR clearly embodies a multifac-
torial model and these multiple factors are hypothesized to 
contribute to a potentially negative outcome and the model 
implicitly estimates risk. However, the precise relationship 
between risk and final outcomes remains opaque. By that 
we mean, at this time we do not know the form of the un-
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derlying risk function in relation to outcome. Does risk sim-
ply accrue in a monotonic linear function or does risk reveal 
thresholds or jags suggestion of meaningful break points in 
the risk continuum? If thresholds exist, we should come to 
know them as they would be useful in the application of 
the CPIR at the level of individuals for intervention or as-
sistance. As alluded to above, does risk simply accumulate 
as more factors pile up in the CPIR or are there interactions 
amongst the CPIR domains that enhance risk in more of a 
multiplicative manner? This concern with the nature and 
form of the underlying risk function and final outcomes is 
of general interest to this area of research and is not unique 
to the CPIR. 

Related to the question of potential multiplicative inter-
actions amongst indicators is the question: Is the insider 
actor phenotype representative of an emergent phenom-
enon? As discussed by Lenzenweger and Depue (2020), 
briefly, the concept of emergence and resultant emergent 
properties, when they arise, speak to the development or ap-
pearance of some novel condition or phenomenon that is 
coherent and integrated. An emergent phenomenon can-
not be explained only by reference to its constituent parts 
or contributing components. Stated differently, the emer-
gent entity or phenomenon along with its properties cannot 
be predicted from the elements that make up the entity. In 
short, importantly, the emergent phenomenon is more than 
the simple sum of its parts. We note that the concept of 
emergence, as a descriptive organizing concept and process, 
plays a critical role in many areas of science, in psychology 
and beyond. For example, emergent processes and proper-
ties figure centrally in fields as divergent as condensed mat-
ter and material physics to animal behavior to meteorology 
to contemporary cognitive neuroscience. There are many 
common examples of emergent phenomenon, such as bird 
flocking, the game of chess, hurricanes, and ant colonies. In 
psychological science, for example, one might think of the 
experience of consciousness or visual imagery as emergent 
properties of the brain (or, more specifically, neural circuits, 
neurobiological systems, and structures within the brain). 
Furthermore, one could think of “rigidity” or “contour” as 
emergent properties of an object without reference to the 
physical components that make up an object. We consider 
the situation of insider risk and the inside actor as poten-
tially similar. Thus, we suggest that the concept of emer-
gence is critically relevant to the understanding of insider 
risk and we assume that most forms of insider behavior 
could represent complex configural outcomes of multiple 
interacting systems. An example of a dynamic conceptu-
alization that is congenial with our emphasis on potential 
interactions amongst CPIR factors and the likelihood that 
inside actors represent an emergent phenomenon can be 
found in Greitzer and Purl (2022). 

H). Mitigators of risk in the CPIR – what are they and how 
best to account for them? 

Much of the CPIR is focused on those domains that point 
in the direction of increasing risk for an insider action. 
However, as has become clear to us based on field experi-
ence, contact with investigators and analysts, and what is 
known about stressor effects on psychological functioning 

generally, the issue of mitigators has risen to the forefront 
in the further development of the CPIR. Just as one consid-
ers both liabilities and assets when conceptualizing risk for 
psychopathology, it makes sense to us to consider those fac-
tors that might help to reduce risk or slow the accumulation 
of risk for insider actions. We believe there are psycholog-
ical factors (e.g., resilience), psychosocial processes (e.g., 
hobbies, health related practices), social processes (e.g., en-
gagement with civic and/or religious/spiritual life), and spe-
cific health enhancing activities (e.g., psychotherapy, sub-
stance abuse counseling, financial counseling) that serve to 
mitigate risk as conceptualized by the CPIR. Thus, an area 
of great interest to us is the impact of what we term “mit-
igators,” or risk reducing variables that can impact one’s 
trajectory on the critical path. Future research will be di-
rected at understanding how mitigators function and how 
they exert their influence on risk (i.e., lowering it) and the 
trajectory of the individual on the critical path. Relatedly, 
we have a keen interest in better understanding the impact 
of maladaptive organizational responses to employee be-
haviors, mindful that maladaptive organizational responses 
may not only fail to thwart insider acts but could also serve 
to initiate or precipitate an insider act (perhaps even plant-
ing the seed for an insider act early on). We are exploring 
constructs possessing heuristic potential for inclusion in 
the CPIR that derive from the organizational psychology 
literature, especially regarding counterproductive work be-
haviors, with an eye toward refining both the maladaptive 
organizational response and mitigators sections of the CPIR 
(Fox et al., 2001; Spector, 2011; Spector & Fox, 2002). 

Conclusion 

We have presented the CPIR in brief overview and placed 
the model within the context of its current level of de-
velopment as well as the feedback that we have received 
from investigator and analysts in the field as well as col-
leagues in insider risk communities. The CPIR is a flexible 
framework for integrating information regarding predispos-
ing factors, stressors, concerning behaviors, social networks 
and contextual risk setting, maladaptive organizational re-
sponse, and mitigating factors within a broad diathesis-
stressor framework. The CPIR thus represents simultane-
ously a model of the development of insider risk as well as a 
method for the assessment of the domains/constructs that 
we view as essential for a valid assessment of insider risk. 
The CPIR remains a model in development, which we view 
as an iterative process, and we review what we see as open 
questions with respect to the CPIR as well as a number of 
issues we see as awaiting resolution with respect to insider 
risk assessment. We do not present the CPIR as a complete 
and definitive model, rather we see it as a working model 
that is continually in refinement and as a heuristic that has 
considerable generative value. 
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